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The challenge of technological advances as 
well as new business and operating mo-
dels in the insurance industry is an on-
going topic in professional discussions and 
publications. But how can incumbent in-
surers, which are accustomed to evolutional 
change rather than rapid transformation, 
keep pace? PwC sees a promising opportu-
nity in making analytics the foundation of 
the business model and subsequently impro-
ving operational excellence (PwC, 2016a, 
2017a, 2018b). With this in mind, we 
present exemplary connections for analytics 
along the insurance value chain and discuss 
the topic of trust in a digital world. Why? 
The customer is either willing or unwilling 
to share data and place trust – the number-
one success factor in the digital age – in a 
company.

Are the insurers up to speed?

According to PwC’s recent survey among 
1 293 CEOs in 85 countries, insurance 
leaders continually report operating in 
one of the most disrupted sectors at the 
moment (PwC, 2018a). However, their 
outlook seems increasingly positive: 
among the many reasons for insurers’ 
optimism is that the anticipated disrup-
tion from new entrants (e.g. Insurtechs) 
has not materialised to the extent that 
was expected (PwC, 2017a). In addition, 
risk mitigation opportunities, such as 
sensors and telemetrics, are emerging. 
But having possibly overestimated the 
impact of outside threats and short-term 
disruption in the past, insurers may now 
underestimate the need to become digi-
tally-enabled and customer-focused or-
ganisations with flexible business and op-
erating models (PwC, 2018a).

Insurance companies tackle transforma-
tional changes by attempting to rethink 
«proven» solutions, challenging industry 
mindsets and «dominant logics» (Bettis 

and Prahalad, 1995), and actively col-
laborating with Insurtechs. However, the 
industry’s strong culture of self-reliance 
and stability is a major hurdle for put-
ting innovation at the heart of an or-
ganisation. Our research suggests that 
the key to overcome such impediments 
lies as much in the culture as it lies in 
the operations itself. Indeed, technology 
alone will not enable insurers to capital-
ise on unfolding opportunities. We as-
sume that investments will go to waste 
unless there is a genuine, entrepreneuri-
al readiness to embrace change and bring 
(technological and analytical) innovation 
into the heart of the business – without 
losing credibility from the customers’ 
perspective (PwC, 2018a).

According to a representative PwC insur-
ance study across 16 countries (9 281 re-
spondents), only 36 percent of insurance 
customers still prefer direct interactions 
with insurance agents or brokers (PwC, 
2014). This leads to the challenge of 
synchronising different off- and online 
customer interaction points. However, 
the insurance industry has not histori-
cally emerged as an innovation driver for 
optimising and digitising internal and 
front-end processes (Figure 1). Thus, 
more than four out of five insurance 
CEOs (85 percent) are concerned about 
the pace of technological change insurers 
should adapt to – more leaders than in 
almost any other industry (PwC, 2018a). 

This is where analytics comes in: we see 
analytics as the foundation of an insurer’s 
business model, as a possible starting 
point to embrace the shift in customer 
preferences – and to subsequently im-
prove operational excellence and initiate 
cultural change. By analysing customer 
data, existing business models and ways 
of working can be challenged and «un-
learned» (i.e., adapted) – so that new 
business models can be developed. In ad-
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Figure 1: Evolution of insurers’ business model regarding service and productivity 

(Source: PwC, 2016a)

dition, efficiency can be boosted, costs 
reduced, and customised solutions im-
proved. Data analytics likewise enable 
largely automated work processes within 
a company (PwC, 2016b).

Potential approaches of analytics 
for insurers

Digitisation opens up a range of new op-
portunities, such as the potential for au-
tomated processes, continuous evaluation 
of data accomplished by digital working 
processes, and access to new sources of 
information (e.g., customers’ transaction 
data and behaviour) thanks to intelligent 
technology in physical products. So, 
where should incumbents start? We have 
summarised exemplary connections for 
analytics along the insurance value chain 
(Figure 2). 

For insurers, the systematic collection 
and analysis of data creates the opportu-
nity to predict customer’s needs, behav-
iours and points of contact. Social listen-
ing1 and consumer panels allow market 
researchers to identify new trends and 
the needs of (potential) customers. Apart 
from these fields of application, chat-
bots2, as disrupting forms of customer 
engagement, could be implemented to 
effectively meet customers’ needs for en-

hanced user experience through artificial 
intelligence. Moreover, analytics could

 • identify characteristics and determi-
nants for potential risk groups, lead-
ing to more accurate claims predic-
tions and risk assessments (pricing)

 • provide underwriting data to identify 
available opportunities for claims reg-
ulation

 • open up starting points for fraud de-
tection and automated compliance 
checks

 • enable real-time exchange of informa-
tion and decisions as an improvement 
of the customer journey, creating in-
creased conversion rates

 • create real-time steering opportunities 
(e.g., MIS dashboards for sales force 
or financial staff ) as well as business 
process auto- and optimisations 
(PwC, 2016a).

While opportunities do exist, hurdles to 
capitalise on them have not disappeared. 
We assume that the answer is scalability 
and robotic process automation (RPA)3: 
very few insurance companies have all 
the required resources to become truly 
cutting-edge businesses. The challenges 
include a sustained reliance on legacy 
systems and difficulties moving old 
books over to new adaptable platforms. 
Thus, it is important for insurance com-

panies to look for opportunities to sim-
plify, selectively decommission, and shift 
legacy systems (e.g., to the cloud) to be 
able to manage core processes in an in-
tegrated end-to-end manner. In addition, 
more than nine out of ten insurance 
 CEOs express extreme or at least moder-
ate concerns regarding over-regulation 
(95 percent) and cyber threats (93 per-
cent) (PwC, 2018a). However, the key 
prerequisite for tackling these challenges 
are defined by both the insurers’ internal 
capabilities and readiness – and their 
customers’ trust. 

«Path to trust»: giving customers 
control and providing transparency

How concerned are customers about pri-
vacy risks? Do they believe companies are 
doing enough to protect their personal 
data? For the most part, customers have 
accepted the fact that companies collect 
and use their personal information. Nev-
ertheless, new regulations such as EU 
GDPR or also the image of  GAFA 
(Google, Apple, Facebook and Amazon) 
impact on how the use of data might 
change society’s perception. Today’s cos-
tumers increasingly want companies to 
deliver personalised services and are basi-
cally willing to share personal information 
to receive it. But getting consumers to be 
willing to share more in-depth personal 
information, such as access to their mo-
bile data, behaviours or media content, 
requires offering something in return. 
Customers expect benefits in exchange for 
their personal data, such as getting dis-
counts (e.g., on services or goods) or even 
non-monetary incentives (e.g., not having 
to watch ads, getting exclusive updates) 
(Figure 3). Above all, customers want 
companies to be transparent about what 
information they collect and how it will 
be used: they want to be in control of 
their personal information, meaning hav-
ing to «opt out» or turn off the flow of 
marketing information from companies 
(PwC, 2014). 

For insurers, this willingness to share in-
formation represents opportunities to 
reach customers and connect with them 
in new, exciting ways. Companies can 
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Figure 2: Potential for analytics along the value chain (Source: PwC, 2016a)

encourage consumers to share data by 
educating them about the benefits, being 
transparent about their practices, and 
marketing to specific communities (e.g., 
younger demographics) which are more 
willing to interact with companies and 
reveal personal data (PwC, 2014).

As a result of frequently media-reported 
events on data exploitation (e.g., Google, 
Cambridge Analytica), consumers are 
aware of the commercial use and the 
possible misuse of their personal data. In 
fact, a representative Europe-wide survey 
carried out in the 28 member states of 
the European Union (27 980 respond-
ents) has shown that roughly seven out 
of ten people expressed concern about 
their information being used for a dif-
ferent purpose as the one it was collect-
ed for (European Commission, 2015). A 
nationally representative PwC survey of 
2 000 Americans showed similar results: 
just 25 percent of respondents believe 
most companies handle their sensitive 
personal data responsibly. Even fewer 

(only 15 percent of respondents) think 
companies will use that data to improve 
customers’ lives (PwC, 2017d). This is 
where the data protection legislation 
comes in, intending to bring order to 
data processing and impose certain lim-
its (PwC, 2017c).

Customers share data – and trust

Due to an increasing consumer aware-
ness and new legal frameworks which 
will provide consumers with more con-
trol over their personal data (e.g. opt-in 
regulation), consumer data evaluations 
will become more delicate. Indeed, in a 
future in which customer data will be a 
growing source of competitive advantage, 
gaining and maintaining customers’ con-
fidence will be key – companies will 
heavily rely on having their customers’ 
explicit approval for their data use 
(Miesler and Bearth, 2016). The good 
news for insurance companies, according 
to our research, is that

 • 50 percent of respondents would al-
ready be willing to share additional 
data with their insurance company re-
garding personal or lifestyle informa-
tion if they received a better offer

 • 67 percent of respondents would be 
willing to install a sensor in their car 
or home in order to lower their insur-
ance premiums (PwC, 2014).

On the contrary, a study surveying 
900 people in the United States, United 
Kingdom, Germany, China, and India 
from 2014 showed that «[w]hile most 
people are broadly aware that companies 
collect data on them, they are surpris-
ingly uninformed about the specific type 
of data they give up when they go on-
line» (Morey et al., 2015: n.s.; see Fig-
ure 4). Thus, consumers clearly  worry 
about their personal data, but seem not 
to know exactly what they are disclosing.

This so-called «privacy paradox» de-
scribes a seemingly contradictory circum-
stance in the territory of personal data: 
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Figure 3: Customers demand for control and transparency (Source: PwC, 2012)

Figure 4: Percentages of people realising what data they are sharing online  

(Source: Morey et al., 2015)

the fact that customers have great con-
cerns about data privacy but at the same 
time are heady when it comes to sharing 
sensitive personal data (e.g., credit card 
numbers, private photos, location de-
tails). This gap between people’s mindset 
and their actual (convenient) behaviour 
in the digital world is having conse-
quences that remain unresolved: data 
protection rules cannot protect consum-
ers from themselves – they can only de-
lineate a rational way of behaving (PwC, 
2017c).

The privacy paradox triggers two impor-
tant aspects for data analytics in insur-
ance:
 • Simply providing disclosures in an 

end-user licensing agreement or pre-
senting terms and conditions of data 
use at sign-up is important, but not 
sufficient. Businesses must also take 
the lead in educating consumers 
about their personal data and build 
credibility in a way that goes beyond 
a compliance «checklist» approach 
(Morey et al., 2015; PwC, 2017d).

 • A company that is considered untrust-
worthy will find it difficult or impos-
sible to collect certain types of data, 
regardless of the value offered in ex-
change. On the other hand, firms with 
a higher level of credibility will find 
customers more willing to share data 
– because customers are satisfied with 
past benefits received and are confi-

dent the company will guard their da-
ta properly (Morey et al., 2015).

To sum up: trust is regarded as the non 
plus ultra of any interpersonal relation-
ship. We are convinced that, in the dig-
ital age, trust is the number-one success 
factor – in every respect (PwC, 2017b).

Concluding thoughts

The insurance industry is accustomed to 
«big»: big decisions, big system imple-
mentations, and big product launches. 
Yet by the time traditional decision mak-
ing and implementation cycles have run 
their course, the market will have moved 
on. Thus, contrary to the established in-
dustry mindset, innovation requires lots 
of small decisions and a genuine willing-
ness to learn from them; an entrepre-
neurial readiness to experiment and even 
fail (PwC, 2018a). Analytics could sup-
port shifting companies’ cultural mind-
sets, systematically improving operation-
al excellence and bringing innovation. 
But the core issue will be the customers 
(and regulators), who set the pace re-
garding willingness and allowance to 
share personal data. Insurers can support 
their customers by being transparent 
about their own practices and investing 
in trustworthy relationships. In short: in-
surers should reflect on their traditional 
roots and strength.
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Notes
1 Social listening is the process of monitoring digital 

conversations to understand what customers are 
expressing about a brand, service or industry on-
line.

2 Chatbots are digital programs that conduct con-
versations via auditory or textual methods.

3  Robotic process automation (RPA) refers to soft-
ware and algorithms that enable repetitive, rule-
based processes and activities to be automated 
with ease in order to boost productivity and im-
prove quality within a very short space of time 
(PwC, 2017e).




