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Opportunities through the Internet of Things:
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The pace of technological change and in-
creasing customer demands have led to a
new wave of competition that many insur-
ance companies find threatening. Although
the current wave of technology invest-
ments has mainly focussed on improving
the customer experience and reducing costs,
it is now shifting to new business models.
The increasing use of sensors in combina-
tion with Artificial Intelligence (Al) has
affected the practices of loss anticipation
and compensation, moving them towards
more proactive risk detection, intervention
and prevention. This environment brings
opportunities for the insurance industry to
develop new products, open new distribu-
tion channels, and extend its role to include
prediction, prevention as well as assistance

(PwC, 2019).

loT: A New Ecosystem of Information

The Internet of Things (IoT) hype con-
tinues unabated: Gartner predicts there
will be 20 billion networked devices by
2020 (vs. 8.4 billion in 2017); IDC es-
timates loT expenditures of USD 1.2
billion by 2022; analysts forecast poten-
tial IoT sales of EUR 50 billion for Ger-
many in 2020 (PwC, 2020). The indus-
try association Bitkom ranks IoT among
the top three trends in the information
and communications technology (ICT)
sector.

Opportunities for the Insurance
Industry

From car sensors to smart homes or
wearables like fitness trackers, IoT has
entered customers’ everyday lives and is
transforming the physical objects that
surround us into an ecosystem of infor-
mation. This new ecosystem of informa-
tion will generate expansive economic
growth by transforming business models,

unleashing innovative products and ser-
vices. Insurance companies can use the
data collected from the business environ-
ment to achieve enhanced process opti-
mization and efficiencies. Moreover, now
that more and more businesses are add-
ing sensors to people, places, processes
and products to gather and analyze in-
formation, it allows insurance companies
to improve operations, redefine consum-
er relationships, and create entirely new
revenue streams. Market experiences and
adoption cases in the motor insurance
market show that insurers can reduce the
claims frequency of motor third party li-
ability insurance (MTPL) by around 20
percent (PwC, 2016a). Connected home
insurance is expected to decrease poten-

tial losses by 40 percent (PwC, 2016a).

Challenges for the Insurance
Industry

Cyber security and data privacy are cur-
rently the main challenges for the imple-
mentation of IoT solutions. In fact, there
is no global guideline or agreement
which regulates who is responsible for a
platform’s security. Unlike IT equipment,
connected devices were not designed
with security concerns in mind which
causes additional security risks. HP For-
tify on Demand reviewed ten of the
most commonly used connected devices
and found that 70 percent of them show
serious vulnerabilities (PwC, 2017). Ad-
dressing these shortcomings will be a
hurdle because many devices lack the
computing power to handle essential
technologies like encryption, web inter-
face, authentication and automated

patching.

At the other end of the spectrum, once
powerful legacy systems are not updated
because they may be at the end of their
life cycle. They may also be incapable of
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Fig. I: 1oT is driving the digital trans-
formation. (Source: PwC, 2020)

interoperation with disparate new sys-
tems, software and communication pro-
tocols (PwC, 2017).

From a technological point of view, the
key to success is optimally handling the
complex data collected from countless
networked objects and «integrating»
them quickly and flexibly using suitable
platforms. But technological approaches
alone are not enough. In order to suc-
cessfully leverage IoT, the business mod-
el has to change fundamentally. This
change requires:

e A new value proposition and a new
value chain in which the insurance
company acts as an integrator for dif-
ferent industries

e New partners with specific competen-
cies (processes, management of sys-
tems and data etc.)

e New distribution channels tailored to
the newly developed products and
services

* Suitable operational and organization-
al structures to be able to scale

Connected Insurance: Towards a New
Insurance Business Model

Connected Insurance, as an evolution of
the insurance business model, is primar-
ily enabled by IoT technologies that al-
low the direct interaction of all actors of
this information ecosystem: customers,
insurers, technology providers, and play-
ers from other industries. Three different

digital ecosystems are emerging that are
most relevant and attractive for insurers:
connected car, smart home and connect-
ed health. Although these ecosystems
certainly have parallels, insurance com-
panies have to develop an individual
strategy for each of these ecosystems to
address the differences appropriately. The
degree of market maturity differs in each
of the ecosystems, and they feature some
clear distinctions in terms of market dy-
namics, relevant players and regulatory
environment.

Connected Car

Connected cars enable internet connec-
tivity, blind spot monitoring, real-time
navigation, lane departure warnings and
vehicle diagnostics. Insurers can use this
technology to improve their risk moni-
toring and to accurately price risks.
Moreover, using the collected data for
claims prevention (e. g., warning a driv-
er, if he or she is driving too fast) ena-
bles the insurers to create new value
propositions as a prevention service pro-
vider. In addition, the claims handling
can be automated to a certain degree
such that claims handlers only have to
review special insurance claims. Moreo-
ver, it is easier to identify suspicious be-
havior such that insurance companies
can detect insurance fraud more effec-
tively.

Due to the increased usage of the above-
mentioned IoT technologies, a new eco-
system is emerging around the automo-
bile. It includes, for example, sensor
manufacturers, research institutes, garag-
es, towing services and insurers. This
ecosystem alters the competitive param-
eters for all participants — in particular,
insurers. Various insurers worldwide have
already partnered with IoT-based telem-
atics  suppliers, automotive original
equipment manufacturers (OEMs), vehi-
cle repair shops, telecom companies and
system operators that guide drivers to
free parking spaces. Such partnerships
will provide both sides with access to the
valuable sensor data that will lay the
groundwork for new hybrid insurance
models.
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Smart Home

New smart devices are embedding insur-
ers in people’s homes, enabling policy-
holders to benefit from real-time equip-
ment monitoring and maintenance. This
connectivity is strengthening policyhold-
ers trust, which is central to the insur-
ance business (PwC, 2019). Customers
engage more frequently with smart home
apps which generate a huge amount of
data about homes. Insurers can use this
data to provide their customers with in-
formation about the risks they are ex-
posed to such that the home owners can
monitor how those risks progress. More-
over, insurance companies can use their
competence in risk management to show
home owners how they can mitigate the
revealed risks. So, smart home devices
are promoting safer behavior by building
greater risk awareness. This safer behav-
iors may also be rewarded by insurance
companies. As a result, many insurers
around the world (e. g., Allianz) have
started cooperation models. They sell in-
tegrated products via Google Nest or of-
fer insurance discounts for people who
equip their homes with smart home de-
vices. In addition, insurers offer digital
add-on services such as home security
and convenience services (e. g., Liberty

Mutual).

Connected Health

To track the customers” health behavior,
activities and habits, insurance compa-
nies incorporate sensor-based monitoring
solutions such as biosensors, wearables
and mobile apps into their insurance
products. With the help of analytical
tools applied to aggregated data, insurers
determine which clinical processes may
have the better impact on a patient’s
health. IoT allows insurers to provide ad-
ditional services such as telemedicine and
virtual visits. The customer can benefit
from a premium reduction or a reward
for good behavior (Pay-As-You-Live).
The collected data is at the heart of per-
sonalization and is critical for tapping
into the arising business opportunities.
Benefits accure from personalized offers,
better customer management and im-
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proved decision making. At the moment,
new players, such as the new healthcare
venture Haven, are disrupting the mar-
ket. Haven was established by Amazon,
Berkshire Hathaway and JPMorgan
Chase with the vision to create better
outcomes, greater satisfaction and lower
costs for their US employees and fami-
lies. Currently, the Covid-19 pandemic
opens up new opportunities and applica-
tions, such as the app from the Robert
Koch Institute (RKI) in Germany which
should help to better understand how
Covid-19 spreads in Germany.

Tackling the Cyber Security and
Data Privacy Challenges

The opportunities for Connected Insur-
ance are too compelling to ignore. Insur-
ers see the emerging platform as a cata-
lyst for change, a vehicle to boost com-
petitive advantages, increase operational
efficiencies and create new revenue
streams. But the lack of IoT standards
and guidance represents a significant ob-
stacle. To overcome this obstacle, busi-
nesses can follow existing best practices
that will help building a strong founda-
tion for IoT cyber security. An IoT cyber

security initiative should begin with a
careful assessment of all data across the
business ecosystem — including the ex-
tended IoT platform, third-party part-
ners and communications networks. Or-
ganizations will need a solid understand-
ing of the value of data, the number and
type of data assets, where data is located
and transmitted, who has access to this
information and the potential impacts of
data breaches.

The use of personal information should
be limited to the specific purposes for
which it is collected. The notion of «pri-
vacy by design» was viewed as a best
practice but is now mandatory under the
General Data Protection Regulation
(GDPR). In order to meet the GDPR
requirements, organizations have to
make sure that applications only use the
personal information that is truly neces-
sary for a product or service to work.
Moreover, multinational businesses will
need to implement processes to ensure
that the transfer of personally identifiable
information across borders does not vio-
late data protection laws. Doing so will
require an up-to-the-minute understand-
ing of data privacy regulations across dif-
ferent locations and knowledge of emerg-
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ing interpretations on the ethical use of
information. Going beyond GDPR,
businesses should work carefully with le-
gal and compliance stakeholders to en-
sure they implement appropriate privacy
safeguards.

Beyond data, it will be integral to regu-
larly assess the security capabilities of
connected devices. As the IoT platform
matures and connected devices prolifer-
ate, it is unlikely that businesses will be
able to evaluate all connected equip-
ment — but they should identify, inven-
tory and evaluate the security capabili-
ties of critical at-risk equipment. The
assessment should be performed at the
network, application, data and physical
layers, and includes ethical hacking as
well as vulnerability testing to under-
stand the weaknesses of connected de-
vices and how hackers might exploit
them. Moreover, businesses should care-
fully assess potential vulnerabilities in
entry points between services and de-
vices. Cyber criminals often take advan-
tage of weaknesses in Application Pro-
gramming Interfaces (APIs) between
mobile devices, web interfaces and
cloud systems to gain a foothold into
IT systems (PwC, 2017).

Marketing

* Reinforcement of engagement level
through Try-Before-You-Buy models

* Attraction of digital natives and young
customers

» Growth opportunity in sub-penetrated
segments thanks to customized pricing

Revenue and Loss Adjustment

* Improved risk monitoring, accident prevention,

will shrink revenue pools

* Loss ratio improvement thanks to a reduction
in claims costs (better prices thanks to data)
and claims frequency (moral suasion)

early loss detection and preventive maintenance

Predictive Underwriting and Pricing

5%

* Real-time tracking of data allows real-time
pricing (e. g, Pay-As-You-Drive)

* Enabling of customized / behavioral tariffs

* Boosting profitability and sharpening
competitive edge

New Business Model

* Enabling innovative risk mitigation services

in the ecosystems connected car, smart home

and connected health

* Creating new products, i. e. context-relevant
small-ticket insurance

* More satisfied customers by repositioning
insurers as valued partners in loss prevention

Fig.2: 1oT is disrupting the entire value chain of insurance companies.

Automated Claims Processing

aﬁ

* The use of images, sensor data and
historical data to assess severity and
predict repair costs of insured objects

* Fraud reduction with the help of real-time
monitoring and implemented warnings

Renewal and Retention

g
* Enhancement of retention levers for
the best customers through dynamic and
customized pricing
» Opportunity of selective up- and

cross-selling due to the deep knowledge
of the customer and its context
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Internet of Things: More than a
Buzz Word

IoT is not only the industry’s buzz word
but can also prove to be very efficient in
generating insights from external data
sources. Ongoing initiatives are reaching
significant benefits along the entire value
chain and open up new opportunities for
the insurers (see Figure 2).

In order to use IoT’s full potential, in-
surance companies need to extend their
offerings through non-insurance services,
cross-industry collaborations and part-
nerships to develop an enhanced cus-
tomer engagement model which prevents
claims and rewards good behavior. At the
same time, insurers have to invest more
heavily in data and cyber security.

To successfully leverage IoT business op-
portunities, insurance companies need a

clear and consistent loT strategy which

answers the following key questions:

e What role do you want the company
to play in the IoT sector?

e Why do you want IoT to be used in
the company?

e What IoT capabilities are required for
success and how will they be estab-
lished?

e What are the next steps to launch IoT
in the company?

In summary, IoT undoubtedly makes
losses easier to predict and prevent.
Smart home devices, wearables and driv-
erless cars will lead to a shift towards a
new type of customer relationship where
insurance becomes less reactive and more
preventative.
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