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Welcome

Dear readers,

| am very pleased to present you with our second issue of 2025.

As usual, in this editorial, | would like to draw your attention to the most important new regulatory topics and developments.
For a quick overview, both new topics and newly enacted regulations are marked with symbols in the chapters.

| have summarised the most important new topics in the current issue below:

e Implementation of measures contained in the Federal Council report on banking stability and in the report of the
Parliamentary Investigation Committee on the CS emergency merger (PUK report) | Amendment of the Capital
Adequacy Ordinance (CAQ)

In March 2025, both the Council of States and the National Council adopted all 10 parliamentary interventions (4
motions and 6 postulates) contained in the PUK report. The Federal Council will present the core tenets of the
legislative revision in early summer 2025. These will form the basis for a subsequent consultation period (expected
autumn 2025), before a draft bill (expected 2026) is submitted to Parliament. In this context, we would also like to
draw attention to the currently suspended "Public Liquidity Backstop" and the related amendment to the Banking Act.
This amendment is to be postponed until the Federal Council has submitted its message to the Parliament on the
modifications of the "too-big-to-fail" regulations.

e FINMA Guidance 08/2024 | Governance and Risk management when using atrtificial intelligence
FINMA draws attention to the risks associated with the use of Al, including operational risks, particularly model risks,
data-related risks, IT and cyber risks, increasing third-party dependencies, as well as legal and reputational risks.
Furthermore, FINMA provides observations from its ongoing supervisory activities, primarily highlighting that many
supervised institutions are still in the early stages of development and that corresponding governance and risk
management structures are still being established.

e FINMA Guidance 07/2024| Calculation of minimum capital for operational risks: exclusion of loss events
Banks may exclude loss events that are no longer relevant from the calculation of the loss component if certain
requirements are met. The guidance sets out these requirements and refers to the relevant explanatory notes to the
final Basel Ill standards.

— Reporting obligation for cyberattacks (Information Security Act (ISA) and Cybersecurity Ordinance).
In force since 1 April 2025.

— Publication of new FINMA Circular on “Consolidated supervision of financial groups under the BA and FinlA”.
Entry into force on 1 July 2025.

I hope you enjoy reading this update and send you my best wishes!

05/25

Tobias Scheiwiller

in|


mailto:tobias.scheiwiller@pwc.ch
https://www.linkedin.com/in/tobias-scheiwiller-492899106/
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Chronological project overview

1.1 Interdisciplinary projects
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Auditing

FINMA-Ordinance ‘Auditing’ | conversion from
circular 1343 "Auditing’

Anti-money laundering/compliance

Law on the transparency of legal entities
Agreement on the Swiss banks' code of conduct
with regard to the exercise of due diligence (CDB
20) (revision)

Organisation of financial market

FINMA circular 2025/02 "Rules of concut under
the FinSAFINSO | publication of new circular
FinlQ | adjustments

FMIA | assessment of the regulation

FMIO | extended transitional period for small non-
financial counterparties

FINMA guidance 09/2023 | Extension of
transitional period art. 131 para. 5bis FMIO
Extension of the international automatic
exchange of information in tax matters (AEOQI) to
crypto assets | Consultation opened

Financial Market Supervision Act (FINMASA) |
Amendment

Sustainability

Ordinance on climate reporting

Ordinance on climate reporting (Revision)

N =

5

Adjustment of the Code of Obligation's provisions
regarding transparency on non-financial matters

Prevention of greenwashing in the Swiss
financial sector (Self-regulation AMAS, SBA, SIA)

FINMA circ. ‘Mature-related financial risks’
Publication of new circular)

Other topics

SC0 (gender quota and transparency rules for
the commodity trading sector))

SCO (overall revision of company law)

Information Security Act (ISA) and Cybersecurity
Ordinance (CS0) (Cyberattack reporting
obligation)

Promotion of open finance in Switzerland
Findings from cyberrisk supervisory activities,
clarification of FINMA guidance 05/2020 and
scenario-based cyber excercises (FINMA
guidance 03/2024)

Ordinance to the Federal Act on Data Protection
(WDSG) | Amandment to the VDSG

FINMA Insolvency Ordinance | Consolidation of
BIO-FINMA, IBO-FINMA and CISBO-FINMA

Development Il consideration by Parliament [T force, end of final transitional period
Hearing/consultation B publication of final regulation 2 Full application

Publication of results of hearing/ = Referendum deadline = Estimated/approximately
consultation/dispatch

s
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1.2 Banks/securities firms

Accounting

FINMA Ord. on accounting and total revision of
FINMA circ. 201 ‘Accounting — banks'
Disclosure

FINMA Ordinance on the disclosure of risks and
equity capital and the principles of corporate
governance

Capital adequacy/risk diversification

CAQ (Basel lll framewaork revision — post-crisis
reforms}

FINMA circ. ‘Risk diversification’ and ‘Limitation of
intra-group positions’ (Transfer of circular to
FINMA Crdinance)

Too-big-to-fail instruments for withholding tax
(Transitional solution for temporary extension of
special regulations)

Amendment of the Capital Adequacy Ordinance
(CAQ) (Implementation of measures contained
in the Federal Council report on banking stability
and in the report of the Parliamentary
Investigation Committee on the Credit Suisse
emergency merger (PUK report)y

FINMA Guidance 07/2024 (Calculation of
minimum capital for operational risks: exclusion
of loss events)

Liguidity

BankA (Public Liquidity Backstop)

FINMA Circular on «Liquidity Risks — banks=
(Incorporation of the circular into a FINMA
ardinance)

Credit business

SBA Directives on minimum requirements for
mortgage financing (amendment)

SBA Directives on the examination, valuation and
treatment of mortgage-backed loans
(amendment)

Organisation/risk management

SBA Recommendations for business continuity
management (BCM) (repeal)

FINMA circ. 231 'Operational risks and resilience’

(total revision of FINMA circ. 08/21)

Fintech

Improving the client protection of FinTech
companies

Sustainability

SBA Directives on the integration of ESG
preferences and ESG risks into investment
advice and portfolio management

SBA Directives on the integration of ESG
preferences and ESG risks (Removal of
transaction-based investment advice from scope
of application)

SBA Directives for mortgage providers on the
promotion of energy efficiency

Other topics

BankA (insolvency, depositinsurance)

BankO (insolvency, deposit insurance)
esisuisse self-regulation for the deposit
insurance scheme (Implementation of prepara-
tory measures)

SBA Directives on the independence of financial
research (amendment)

FINMA circular 2025/04 ‘Consolidated
supervision'under Banking Act and FinlA |
Publication of new circular

FINMA guidance 08/2023 (Staking)

Risks and requirements for stablecoin issuers
and guaranteeing banks (FINMA guidance
06/2024)

FINMA Guidance 08/2024 (Governance and Risk
management when using arificial intelligence)
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Development Il consideration by Parliament I force, end of final transitional period
Hearing/consultation B publication of final regulation Full application

B publication of results of hearing/ = Referendum deadline = Estimated/approximately
consultation/dispatch
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1.3 Collective investment institutions
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Management of operational risks faced by fund
management companies and managers of
collective assets (FINMA guidance 04/2024)
CISA {introduction of funds not subjectto
authorisation)

CIS0O (Limited Qualified Investment Funds L-QiIF)

AMAS Self-regulation on transparency and
disclosure for collective assets referring to
sustainability

Development Il consideration by Parliament

- In force, end of final transitional period

Hearing/consultation
B publication of results of hearing/
consultation/dispatch

Publication of final regulation
Referendum deadline =

Full application

Estimated/approximately
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Interdisciplinary projects

2.1 Auditing

- FINMA auditing ordinance | Transfer of circular 13/3 ‘Auditing’

Status: > Consultation until 22 May 2024
— In force since 1 January 2025

*  Examination of the transfer of the circular into a FINMA ordinance on the basis of the ex-post
evaluation.

e Elevation to the level of FINMA ordinance is for formal reasons and is not with the intention of
making significant changes to the current auditing activities. Limited portion of the content remains
in a circular.

2.2 Anti-money laundering/compliance

- Federal Act on the Transparency of Legal Entities

Status: -~ Consultation period until 29 November 2023
— Expected entry into force: 1 January 2026, at the earliest

*  Preparation of a draft act for increased transparency and easier identification of the beneficial
owners of legal entities.

* Introduction of a central federal register for the identification of beneficial owners:

— Obligations to identify, verify and report the beneficial owners of the legal entities;

— Obligations to identify, verify and report members of the Board of Directors acting in a fiduciary
capacity, managing directors, shareholders and partners;

— Documentation and retention obligations;

— The central register will be accessible to the authorities as well as financial intermediaries, advisors
and lawyers to fulfil the due diligence obligations according to the AMLA, but not publicly available.

* Financial intermediaries subject to a reporting obligation of differences between register entries
and own information in the event a client does not make the necessary adjustments.

* Introduction of due diligence obligations for advisors and lawyers, in particular for certain services
relating to real estate transactions and the foundation, conversion or sale of companies.

* Due diligence obligations regarding precious metals and gemstones trading in the case of cash
payments exceeding CHF 15,000.

* Due diligence obligations regarding cash payments in real estate trading.

Agreement on the Swiss banks’ code of conduct with regard to the exercise of due
diligence (CDB 20) | Total revision

Status: > Inrevision
- Expected entry into force: 1 January 2025, at the earliest

*  Total revision of the agreement to take account of the adjustments in AMLA, AMLO and AMLO-
FINMA as well as FATF recommendations.

* Does not include further specification of the verification and updating obligations defined in the
revised AMLA.

s
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FINMA circular 2025/02 '‘Rules of conduct under the FinSA/FinSO | Publication of new
circular

Status: Consultation until 15 July 2024
In force since 1 January 2025

* Publication of basic questions regarding the implementation in practice and interpretation of the
code of conduct according to the Financial Services Act (FinSA) and the Financial Services
Ordinance (FinSO).

*  The circular specifies the way in which clients must be notified so that they can make informed
investment decisions. For example, clients should be advised of the type of financial service, risks
associated with financial instruments or financial services, and compensation from third parties.

Financial Institutions Ordinance (FinlO) | Adjustments

Status: Consultation period until 23 December 2022
Second half of 2023, at the earliest

*  Adjustment of the provisions as part of the amendments to the Collective Investment Schemes
Ordinance (CISO).

* Adjustment of the deadlines and clarifications regarding the submission of the annual report, the
summary audit report and the comprehensive audit report to FINMA for fund administrators and for
fund managers.

» Clarification regarding the exercise of supervision by FINMA and the appointment of the audit firm
in the event that fund administrators or fund managers are acting as trustees.

Financial Market Infrastructure Act (FinMIA) | Partial revision

Status: In revision
Consultation until 11 October 2024
Entry into force: open (expected in 2027/2028)

Adjustment of the Financial Market Infrastructure Act (FinMIA) to reflect technological developments
and relevant further evolution in international standards and foreign legal systems

e Simplifications and extensions in the area of financial market infrastructures:

— Strengthen the stability of infrastructures by introducing new specific requirements;

— Simplify the requirement regarding recognition of foreign trading venues;

— Increase legal certainty as regards the definition of organised trading facilities and introduce a
threshold for the authorisation of payment systems;

* Simplifications and extensions in the area of derivatives trading:

— Harmonise the reporting standard and take into account international developments of the
reporting duty for derivatives transactions;

— Exempt small non-financial counterparties from the duty to report derivatives transactions;

— Give consideration to developments in Europe.

*  Simplifications and extensions in the areas of disclosure law, takeover law and market abuse
provisions:

— Harmonise, expand and transfer into federal law the issuer obligations that are important for
market integrity in order to better prevent market abuse,

— Modernise the trading supervision and reporting system in order to better identify market abuse by
consolidating the existing offices in a central supervisory and reporting office.

11 PwC | Regulatory developments | Interdisciplinary projects
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Financial Market Infrastructure Ordinance (FinMIO) | Extended transitional period for
small non-financial counterparties

Status: In force since 1 January 2019
Transitional period until 1 January 2028

*  Preparation of a bill submitted for consultation on the amendment of the Financial Market
Infrastructure Act (FMIA).

*  Extension of transitional period to 2028 in light of the possible exemption of small non-financial
counterparties from the duty to report derivatives transactions.

FINMA guidance 09/2023 | Extension of transitional period art. 131 para. 5°' FMIO

Status: Published on 20 December 2023
Extension of transitional period until 1 January 2026

* Basic obligation, as of 2020, in accordance with the transitional provisions set out in art. 131 para.
5bis EMIO for the exchange of securities relating to OTC derivative transactions that are not settled
centrally, which involve share options, index options or similar equity derivatives, such as
derivatives based on a basket of shares. The original transitional period has already been
extended several times.

*  Further extension of the transitional period in accordance with art. 131 para. 5 FMIO until 1
January 2026.

Extension of the international automatic exchange of information in tax matters (AEOI)
to crypto assets | Dispatch of the Federal Council

The Federal Council submits to Parliament the dispatch on extending the AEOQI to crypto
assets: 19 February 2025
Entry into force: expected 1 January 2026

Status:

*  Publication of new reporting framework for AEOI on crypto assets (CARF) by OECD in October
2022. This regulates the handling of crypto assets and their providers.

* The aimis to close gaps in the tax transparency system and ensure equal treatment with traditional
assets and financial institutions.

e The Federal Council proposes to automatically exchange information on crypto assets with states
and territories with which Switzerland has activated the AEOI, starting in 2026.

* Atits meeting on 19th February 2025, the Federal Council submitted to Parliament the dispatch on
the extension of the international automatic exchange of information in tax matters (AEOI). This
expansion concerns the new AEOI on crypto assets as well as the amendment of the standard for
the AEOI on financial accounts.

* The proposal additionally aims to make the negligent violation of due diligence, reporting and
disclosure obligations an offence and to simplify the inclusion of new AEOI partner states.

12 PwC | Regulatory developments | Interdisciplinary projects



Financial Market Supervision Act (FINMASA) | Amendment

Status: Consultation until 3 January 2025

e The aim of the legislative amendments is to adapt the Swiss legal framework for international
cooperation in the financial market sector to both the current circumstances and the needs of
Switzerland's financial centre, in order to ensure the openness and global interconnectedness of
the Swiss financial system, and to protect customers as well as the integrity, transparency and
stability of the financial markets.

*  Consequently, the Federal Council is proposing the following amendments to the Financial Market
Supervision Act (FINMASA), the Auditor Oversight Act (AOA) and the National Bank Act (NBA),
among others:

— FINMA's administrative assistance procedure is to be adapted to international developments and
streamlined. The right to be heard and to appeal in the client procedure is to be partly or entirely
abolished. In addition to complete abolition, a variant proposed in the consultation is to restrict the
client procedure for certain offences such as market abuse and money laundering.

— Anew legal basis is intended to strengthen cooperation by FINMA and the SNB in international
recognition and audit procedures.

— The direct cross-border transmission of information by supervised financial service providers is to
be made more specific in order to increase legal certainty for institutions and their employees when
transmitting information.

— Inthe future, FINMA is to be authorised to request audits of foreign companies not subject to
supervision and, under certain conditions, to allow foreign supervisory authorities to conduct such
audits in Switzerland.

— The legal framework of the AOA regarding international cooperation by the FAOA is to be
harmonised with that of the FINMASA.

Ordinance on climate reporting

Status: In force since 1 January 2024

Precise definition of the contents of reporting on climate (in particular on CO: targets) required for large
Swiss companies as part of the reporting on environmental issues in accordance with the Code of
Obligations art. 964a—c. Other environmental issues are not covered by this Ordinance.

* Regulation of the presumption that the climate reporting obligation for large Swiss companies is
fulfilled if the reporting is based on the recommendations of the Task Force on Climate-related
Financial Disclosures (TCFD). If a company applies guidelines or standards other than those of the
TCFD, it must demonstrate that the reporting obligation is fulfilled in some other way.

e  The requirement to integrate climate reporting in the report on non-financial matters and to publish
it on the company's website in a digital format (e.g. PDF or XBRL), which is both human and
machine readable.

* Requirement to publish the report in an internationally accepted machine-readable digital format
within one year of entry into force.

pwc 13 PwC | Regulatory developments | Interdisciplinary projects
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Ordinance on climate reporting | Revision

Status: Consultation: until 21 March 2025
Expected entry in force of the modified ordinance: 1 January 2026

e Obligation to report on climate-related matters to be fulfilled in future, if this is done in accordance
with an internationally recognised standard or with the sustainability reporting standard used in the

European Union.

e The proposal also establishes minimum requirements for net-zero roadmaps (formerly "transition
plans") for the climate-friendly alignment of financial flows that describe the planned path to the
net-zero target by 2050. These requirements for financial companies differ from the minimum
requirements for companies in the real economy due to the different nature of their business
activities.

*  Publish reports in machine-readable form and on an international platform.

Adjustment of the Code of Obligation's provisions regarding transparency on non-
financial matters

Status: Consultation until 17 October 2024 (closed)

*  Establish an internationally coordinated system for sustainable corporate governance for the
protection of people and the environment and take into account the revised EU Directives on:

— reporting on sustainability; and

— corporate sustainability due diligence.

* Conduct an in-depth analysis of the effects of the future EU regulation on the due diligence

obligations of third-country firms also active in the EU in the areas of human rights and the
environment by the end of 2023.

* Draft a bill submitted for consultation to adjust sustainability reporting by June 2024;

— Lowering the sustainability reporting requirement threshold from 500 to 250 employees;

— Complying with specific and extensive due diligence and reporting obligations for companies with
risks in the areas of child labour and conflict minerals;

— Mandatory review by external auditors;

—  Choice of sustainability reporting according to EU standard or other equivalent standard (e.g.
OECD standard).
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Prevention of greenwashing in the Swiss financial sector (AMAS, SBA and SIA)

Status: Entry into force of the self-regulations: 1 September 2024
Transitional period until 1 January 2027

e The Federal Council sees the financial sector's new self-regulation against greenwashing as
progress in implementing the Federal Council's position on preventing greenwashing in the
financial sector.

*  The self-regulations of the Swiss Bankers Association (SBA), the Asset Management Association
(AMAS) Switzerland and the Swiss Insurance Association (SIA) have been published and brought

into force, with transitional periods for implementation applying in some cases until 1 January
2027.

e Self-regulation on transparency and disclosure of sustainability-related collective assets (AMAS):
see Chapter 3.8;

*  Guidelines for financial service providers on the integration of ESG preferences and ESG risks and
the prevention of greenwashing in investment advice and asset management (SBA): see Chapter
4

*  Self-regulation to prevent greenwashing in unit-linked life insurance policies with a sustainability
focus (SIA). The self-regulation implements various aspects of the Federal Council's position, in
particular:

— guidelines for the definition of sustainable investment objectives;

— the description of the sustainability approaches used;

— accountability for this;

— the audit of the implementation by an independent third party.

*  Open points remain with regard to the fulfilment of self-regulation through the application of EU law
and with regard to the permissible frame of reference for sustainability targets and enforceability.

* The Federal Council instructs the FDF to re-evaluate the need for action with regard to the full
implementation of the Federal Council’s position as soon as the European Union has published
any amendments to its SFDR, but no later than the end of 2027.

FINMA circular 2026/01 'Nature-related financial risks' | Publication of new circular

Status: Consultation until 31 March 2024

Entry into force: 1 January 2026 with transitional provisions; full applicability as of
1 January 2028

* Specification of FINMA's supervisory expectations regarding the management of nature-related
financial risks and the extent to which these must be taken into account in corporate governance
and institution-wide risk management.

* In particular, it specifies criteria for assessing the materiality of risks and how scenario analyses
are to be incorporated. It also sets out how the main nature-related financial risks are to be
embedded as risk drivers in the existing management of credit, market, liquidity and operational
risks as well as in insurance activities.

e The circular is based on the current recommendations of the international standard-setters.

* The addressees are banks, securities firms and insurance companies in all supervisory categories
and applying the principle of proportionality.

*  The circular will enter into force on 1 January 2026 and will initially apply exclusively to climate-
related financial risks. This takes into account the differing degrees of maturity of the topics of
“climate risks” and “other nature risks” as well as the state of preparation by the institutions. Banks
and insurers in supervisory categories 3 to 5 have one year longer to comply with the provisions
relating to climate-related financial risks (until 1 January 2027). The circular will apply to all nature-
related financial risks from 1 January 2028.
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Code of Obligations | Amendment to the Law on companies limited by shares (gender
quota and transparency rules for the commodity trading sector)

Status: In force since 1 January 2021
Transitional periods up to 31 December 2030 at the latest

*  Gender quotas for the Board of Directors (min. 30% each) and Executive Board (min. 20%) of
large, listed companies (>250 employees), ‘comply or explain’ clause, with transitional period for
disclosing the information in the compensation report for

— Board of Directors: at the latest as of the financial year beginning 5 years after the entry into force;

— Executive Board: at the latest as of the financial year beginning 10 years after the entry into force.

* Increased transparency requirements applicable to the commodities sector through the disclosure
of payments to state-owned entities.

— First-time application for the financial year beginning one year after the entry into force.

Code of Obligations | Amendment to the Law on companies limited by shares (overall
revision of company law)
Status: In force since 1 January 2023

Adaptation of the articles of incorporation and organisational regulations to the new law
within two years of its entry into force

* Implementation of the provisions of the Ordinance against excessive remuneration in listed
companies limited by shares (ERCO) in federal law.

* Establishes guidelines for signing-on bonuses and compensation for prohibition of competition.
* Liberalisation of the incorporation and capital provisions.

* Revision of the provisions relating to impending illiquidity, capital impairment and over-
indebtedness (art. 725 et seq CO).

*  Better alignment of the law on companies limited by shares (Company Law) to the new Accounting
Law, e.g. regarding a company’s own shares and the use of foreign currencies in accounting and
financial reporting.

*  Proposed solutions with regard to shares held that are not recorded in the stock register (so-called
‘dispo shares’).

*  More flexibility for conducting general meetings by electronic means.

Promotion of open finance in Switzerland

Status: The Federal Council considers industry progress to be sufficient, so no further
regulatory measures are planned for the time being.

*  Open finance is to be expanded by promoting the exchange of financial data via standardised,
secure data interfaces at the request of clients.

* In principle, the Federal Council favours a market-based approach.

* There is a demand for more tangible progress and greater commitment when opening up
data interfaces.

* Had the financial sector not displayed sufficient commitment to opening up these interfaces,
measures would have been developed by June 2024.

* However, the Federal Council considers recent progress made by the industry to be sufficient
at this point in time, and will therefore not be proposing any further regulatory measures.
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\\ Information Security Act (ISA) and Cybersecurity Ordinance (CSO) | Cyberattack
- reporting obligation

Status: Cybersecurity Ordinance (CSO): Consultation: until 13 September 2024

In force since: 1 April 2025

The Federal Council has decided that the new Cybersecurity Ordinance (CSO), along with the
amendment to the Information Security Act (ISA) of 29 September 2023, will enter into force on 1
April.

The main objective of the new regulation is to establish a cross-sector mandatory reporting of
cyberattacks to the National Cybersecurity Centre (NCSC) within 24 hours of detection.

This new reporting obligation to the NCSC also applies to institutions subject to the Banking Act,
the Insurance Supervision Act, and the Financial Market Infrastructure Act (Art. 74b par. 1 let. e
ISA). These institutions are now subject to a dual reporting obligation, as the existing reporting
requirement for FINMA-regulated institutions to FINMA, based on Art. 29 par. 2 FINMAG and
specified in FINMA Guidance 05/2020 and 03/2024, remains in effect.

Unlike other sectors, there is no exemption for small institutions or for cyberattacks with only minor
impacts on business operations.

The criteria for mandatory reporting are:

If the functionality of the affected critical infrastructure is compromised;
If information is manipulated or disclosed;

If the attack remains undetected for an extended period, particularly if there are indications that the
attack has been executed as a preparation for further cyberattacks; or

If extortion, threats, or coercion are involved.

Institutions can submit the initial report (within 24 hours of detection) via the NCSC and have it
forwarded to FINMA. The complete report (within 72 hours) must be submitted to FINMA as before.

FINMA-guidance 03/2024 | Findings from cyber risk supervisory activities, clarification
of FINMA guidance 05/2020 and scenario-based cyber exercises

Status: Published: 7 June 2024

FINMA publishes its findings from its supervisory activities in the area of cyber risks, points out
repeatedly identified deficiencies and specifies the obligation to report cyberattacks and scenario-
based cyber risk exercises.

Cyberattacks in recent years have mainly affected outsourced services. Governance in dealing
with cyber risks also often has weaknesses.

FINMA clarifies the FINMA Guidance 05/2020 "Duty to report cyberattacks in accordance with Art.
29 para. 2 FINMASA" with regard to the reporting deadline and scope.

FINMA is expanding its supervisory instruments and defining risk-based, scenario-related cyber
exercises that institutions to which FINMA Circular 23/1 applies must conduct in accordance with
the principle of proportionality:

Systemically relevant institutions: Red-teaming exercises (security experts assume the role of an
attacker and attempt to attack and circumvent a company's cybersecurity measures by copying the
attack method of a ‘malicious’ hacker);

Non-systemically important institutions: At least one annual table-top cyber exercise (simulation
and play-through of a scenario on paper [dry run]);

Institutions in supervisory categories 4 and 5: Under certain conditions, they can carry out the
exercises of the Swiss Financial Sector Cyber Security Centre (Swiss FS-CSC).
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Ordinance to the Federal Act on Data Protection (OFADP) | Amendment to the FADP

Status: Amended Data Protection Ordinance in force since: 15 September 2024

Amendment to the Data Protection Ordinance approved by the Federal Council; the US added to
the list of countries with adequate data protection.

The respective amendments will apply as of 15 September 2024.

With the Swiss-US Data Privacy Framework, personal data can in future be transferred from
Switzerland to certified companies in the United States without additional guarantees.

The certification for US companies ensures compliance with data protection measures and data
protection guarantees; in other words, companies shall process data only for the purposes for
which it was collected.

The Swiss-US Data Privacy Framework creates a level playing field for private individuals and
companies in Switzerland.

FINMA Insolvency Ordinance | Consolidation of BIO-FINMA, IBO-FINMA and CISBO-
FINMA

Status: Consultation until 9 December 2024

Expected adoption: Q3 2025
Expected entry into force: Q4 2025

Implementation of the amendments made necessary by the revisions to the Banking Act (BA) and
the Insurance Supervision Act (ISA).

The provisions of the new ordinance are largely based on the three predecessor ordinances, which
are currently still in force (BIO-FINMA, IBO-FINMA, CISBO-FINMA).

All existing regulations were reviewed and selectively adapted, taking into account relevant
findings from theory and practice.
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Banks/securities firms

3.1 Accounting and reporting

- FINMA Accounting Ordinance and total revision of FINMA circular 20/1 ‘Accounting —
banks’

Status: > In force since 1 January 2020

-~ Transitional periods for the creation of value adjustments for expected losses and for
inherent default risks until 31 December 2025 at the latest

*  Application of the provisions for the creation of value adjustments for default risks for the FY2021
financial statements at the latest.

* The intention is for value adjustments to be created on a straight-line basis for expected or inherent
default risks during a transitional period lasting until 31 December 2025.

*  The amount of any shortfall may also be booked in full at an earlier date up to the end of 2025.

3.2 Disclosure

FINMA Ordinance on the Disclosure of Risks and Capital Requirements and the
Principles of Corporate Governance (DisO-FINMA) | Replaces FINMA circular 16/1
Status: > Consultation until 25 October 2022

- In force since: 1 January 2025

* Replacement of current FINMA circular 16/1 'Disclosure — banks' by a FINMA ordinance.

»  Extension of the duties of disclosure in the areas of:

—  Credit valuation adjustment (CVA);

— Regulatory treatment of problematic activities;

— Qualitative and quantitative information on operational risks;

— Comparison of risk-weighted assets calculated using model-based and standardised approaches;
— Encumbered/ceded assets.

* Adjustment of the existing individual disclosure templates and tables.

s
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Capital Adequacy Ordinance (CAO) | Basel Ill framework revision — Post-crisis
reforms

Status: In force since: 1 January 2025

Phased increase of output floors for internal model-based approaches until 2028
Publication of the ordinances to implement the final Basel Ill standards (March 2024)

Despite delays in some countries and the partial postponement (mainly EU and USA) of selected
new requirements in the area of market risks (FRTB), the Federal Council is not deviating from its
previous timetable; full Basel Ill final regulation will therefore enter into force in Switzerland on 1
January 2025

Adjustment of the standardised approach for weighting credit risks through

Greater differentiation of risk weights rather than using flat rates, especially for exposures secured
by residential or commercial property depending on the loan-to-value ratio; and

Further assessment requirements for the application of external ratings.

Use of the advanced IRB approach not allowed for certain exposure classes, especially exposures
to corporates and to financial institutions.

Adjustment of the calculation methodology of credit valuation adjustments (CVAS).

Replacement of previous approach to minimum capital requirements for operational risk (basic
indicator, standardised and advanced measurement approaches) by a standardised approach
based on earnings and historical losses.

Adjustment of the calculation methodology of the leverage ratio and introduction of a leverage ratio
buffer for global systemically important banks (G-SIBs).

Output floor set for the internal model-based approaches at a minimum 72.5% of risk-weighted
assets calculated using the standardised approaches.

Simplified implementation of the rules for category 3 to 5 banks.

Replacement of the previous FINMA circulars by FINMA ordinances:

Ordinance on the Trading Book and Banking Book and Eligible Capital (TBEO-FINMA): Replaces
FINMA circular 13/1 'Eligible capital — banks";

Ordinance on the Leverage Ratio and Operational Risks (LROO-FINMA): Replaces FINMA circular
15/3 'Leverage ratio — banks' and the quantitative part of the FINMA circular 08/21 'Operational
risks — banks';

Ordinance on Credit Risks (CreO-FINMA): Replaces FINMA circular 17/7 'Credit risks — banks';
Ordinance on Market Risks (MarO-FINMA): Replaces FINMA circular 08/20 'Market risks — banks'.
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* Amendment of the Capital Adequacy Ordinance (CAQO) | Implementation of measures
NEW contained in the Federal Council report on banking stability and in the report of the
Parliamentary Investigation Committee on the Credit Suisse emergency merger (PUK
report)

Status:  Expected consultation: May 2025 to September 2025

* In April 2024, the Federal Council presented its report on banking stability and proposed a package
of measures. With the consultation draft, the measures are intended to be implemented at the
ordinance level, specifically the targeted strengthening of the capital base.

*  The Parliamentary Investigation Committee on the Credit Suisse emergency merger formulated
four motions and six postulates (and 20 recommendations). Both the Council of States and the
National Council approved all 10 initiatives and forwarded them to the Federal Council for
implementation of the motions and examination of the postulates.

e Motions:

— Reuvision of the purpose article of the «Too-big-to-fail» regulation;

— Limiting capital and liquidity requirements alleviations for SIBs;

—  Strengthening FINMA's powers regarding SIBs;

— Extending the competence of the SNB in relation to extraordinary liquidity assistance for SIBs.
* Postulate:

— Reducing the conflicts of interests in the context of bank auditing;

— Reuvising early detection capabilities and strengthening the Federal Chancellery's role;
— Avoding adverse incentives from the SIBs’ remuneration system and dividends;

— Enhancing FINMA’s Governance;

—  Strengthening shareholder voting rights in large systemically important companies;

— Revise current criteria to enhance SIB management bodies' responsibility towards the Swiss
economy and taxpayers.

Too-big-to-fail instruments for withholding tax | Transitional solution for temporary
extension of special regulations

Status: Extension of the special regulations: until 31 December 2031

e Since 1 January 2013, the Federal Withholding Tax Act has included time-limited exemption
provisions for interest from too-big-to-fail (TBTF) instruments (such as bail-in or write-off bonds).
These have already been extended twice, most recently until 31 December 2026, and the Federal
Council has extended them again until 31 December 2031.

e Banks should continue to be able to raise capital from Switzerland at competitive conditions.
Without an additional extension, interest on TBTF instruments issued after this date would be
subject to withholding tax.

Avoidance of legal loopholes: As the amendments to the Withholding Tax Act (WHTL) cannot come into
force by 1 January 2027, a temporary extension of the exemption provisions of the TBTF instruments is
planned until the amendment to the Withholding Tax Act (WHTL) comes into force, but no later than 31

December 2031.
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FINMA Guidance 07/2024| Calculation of minimum capital for operational risks:
exclusion of loss events

Status: Published: 13 December 2024

e From 1 January 2025, minimum capital requirements for operational risks will be calculated in
accordance with the Capital Adequacy Ordinance of 1 June 2012 (CAO; SR 952.03) and the
FINMA Ordinance of 6 March 2024 on the Leverage Ratio and Operational Risks of Banks and
Securities Firms (LROO-FINMA; SR 952.033.11). These two ordinances contain requirements and
implementing provisions for the standardised approach for calculating minimum capital
requirements for operational risks and, in particular, for the business indicator, business indicator
component, internal loss multiplier and loss component.

* Banks may exclude loss events that are no longer relevant from the calculation of the loss
component if certain requirements are met (Art. 93a paras. 3 and 4 CAO). The guidance sets out
these requirements and examples and refers to the relevant implementing provisions from the
explanatory notes to the final Basel Il standards.

FINMA Circular on risk diversification and limitation of intra-group positions
Incorporation of Circular into a FINMA Ordinance
Status: Expected consultation: Q2 2025

Expected approval: Q2 2026

Expected entry into force: Q1 2027

*  The implementing provisions of the large exposure regulations are to be incorporated into a FINMA
ordinance in the second quarter of 2025.

*  Specific adjustments are planned.

Banking Act (BankA) | Public liquidity backstop

Status: Federal Dispatch published 6 September 2023
Consideration by Council of States suspended: 10 March 2025

*  Public liquidity backstop to allow the Confederation and the Swiss National Bank to bolster the
liquidity of a systemically important bank if this is required for it to continue as a going concern.

e Measures for systemically important banks regarding remuneration during the period of recourse to
state aid.

Clarification of the provisions relating to the reserve capital, reporting obligations and maintenance of a
register by cooperative banks.

* Charging systemically important banks an annual lump sum for the risk of a potential provision of a
default guarantee.

*  Provisions on liquidity assistance loans, guarantees, further measures and merger-related
transactions, which were based on the Emergency ordinance of 16 March 2023.

*  The amendment to the Banking Act (BankA) concerning the Public Liquidity Backstop has been
suspended for the time being. This amendment will be postponed until the Federal Council submits
its dispatch on the adaptation of the "too-big-to-fail" regulations to Parliament. We refer here to the
additional context provided in Chapter 3.3,
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FINMA Circular on «Liquidity Risks — banks» | Incorporation of the circular into a
FINMA ordinance
Status: Expected consultation: Q2 2025

Expected approval: Q2 2026

Expected entry into force: Q1 2027

e The implementing provisions on the liquidity requirements are to be incorporated into a FINMA
ordinance in the second quarter of 2025.

*  Specific adjustments are planned.

SBA Guidelines on minimum requirements for mortgage loans | Adjustment

Status: Recognition by FINMA as a minimum regulatory standard on 27 March 2024
In force since: 1 January 2025 (simultaneous with final Basel 11l standards)

* Reduction of the minimum requirements for investment property mortgage loans.

* Repeal of the tighter requirements imposed in 2019 and standardisation of the specifications for all
property types:

—  Minimum down payment: 10%;

— Maximum amortisation period to two thirds of the collateral value: 15 years.

SBA Guidelines on assessing, valuing and processing loans secured against property
| Adjustment

Status: Recognition by FINMA as a minimum regulatory standard on 27 March 2024
In force since 1 January 2025 (simultaneous with final Basel Il standards)

* Inclusion of regulations on not-for-profit social housing.

* Obligation to record the purchase price, the collateral's value and the basis for calculation of each
real estate collateral.

* Requirements regarding the independence of internal bank functions in the valuation of real estate
collateral and in the use of valuation models.

*  Provisions for plausibility checks of creditworthiness and sustainability in cases of periodic
resubmission.
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FINMA circular 23/1 'Operational risks and resilience — banks' | Total revision of
FINMA circular 08/21

Status: In force since 1 January 2024
Transitional periods for operational resilience aspects until 31 December 2025

* Reclassification of the quantitative capital requirements for operational risks into the final Basel Ill
regulations.

e Clarification of the role and responsibilities of the Board of Directors in relation to operational risks.

* Obligation to regularly and independently assess the effectiveness of key controls and the
separation of duties, responsibilities and competences to ensure independence and to prevent
conflicts of interest.

*  Obligation to perform risk and control assessments of significant changes in the products,
activities, processes and systems.

*  Requirements for minimum periodicity and content of internal reporting to the supreme governing
body and to the management.

* Requirements for change management in the field of information and communication technology
(ICT) and ensuring the separation of ICT environments for development, testing and production.

»  Expansion of the specifications for operating the ICT infrastructure and incident management.
*  Clarification of measures for managing cyber risks.

* Clarification of the handling of critical data and increasing the desired level of protection compared
to previous specifications.

*  Adoption of an updated version of the previous SBA Recommendations for Business Continuity
Management (BCM).

* Implementation of operational resilience specifications.

* Relaxation of the rules for banks and investment firms in supervisory categories 4 and 5, as well as
banks in the regime for small banks and non-account-holding securities firms.

Improving the client protection of FinTech companies in accordance with art. 1b
BankA

Status: Consultation expected: Q22025

* Adaptation of financial market regulation to improve the client protection of companies in
accordance with art. 1b BankA.

* Improvement of depositor protection by separating client funds from other assets in the event of
the bankruptcy of a FinTech company.

* Review of the repeal of the CHF 100 million limit on public deposits.

*  Concerning the bill amending the financial market law, it needs to be examined whether the
FinTech license for payment service providers (including stablecoins) and for providers of crypto
assets needs to be adjusted. Furthermore, international developments in the area of
DLT/blockchain should be analysed from a Swiss perspective.
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SBA guidelines for financial service providers on the integration of ESG preferences
and ESG risks into investment advice and portfolio management | Revised self-
regulation

Status: Publication of the directive on the revised self-regulation: 19 June 2024

In force since 1 September 2024, with transitional periods until 1 January 2026 and
1 January 2027 respectively

Binding self-regulation for SBA members; non-members can adopt the guidelines on a voluntary
basis. These guidelines are currently neither recognised nor approved as self-regulation by
FINMA and therefore do not constitute regulatory requirements.

Based on the guidelines that entered into force on 1 January 2023, establish a uniform minimum
standard for consideration of ESG preferences and ESG risks in investment advice and portfolio
management to prevent greenwashing.

Over the past few months, the industry associations have further developed and elaborated their
self-regulation in close cooperation with the authorities in order to reflect comprehensively the
Federal Council’s position on greenwashing prevention in the financial sector of 16 December
2022. The existing versions of the AMAS and SBA ‘Guidelines for financial service providers on the
inclusion of ESG preferences and ESG risks and the prevention of greenwashing in investment
advice and asset management’ have been supplemented and made more specific. They entered
into force on 1 September 2024, with corresponding transition periods.

SBA Guidelines for financial service providers on the integration of ESG preferences
and ESG risks into investment advice and portfolio management | Removal of
transaction-based investment advice from scope of application

Status: In force since 3 October 2023

Binding self-regulation for SBA members; non-members can adopt the guidelines on a voluntary
basis. These guidelines are currently neither recognised nor approved as self-regulation by
FINMA and therefore do not constitute regulatory requirements.

Clarification that ESG preferences do not need to be collected for non-portfolio-based investment
advice services (i.e. transaction-based investment advice).

The transitional periods of the guidelines that came into force on 1 January 2023 will not be
adjusted.

SBA Guidelines for mortgage providers on the promotion of energy efficiency

Status: In force since 1 January 2023

Transitional period for adapting banks’ internal processes until 1 January 2024

Binding self-regulation for SBA members; non-members can adopt the guidelines on a voluntary
basis. These guidelines are currently neither recognised nor approved as self-regulation by FINMA
and therefore do not constitute regulatory requirements.

Encourage mortgage providers to consider long-term value retention and energy efficiency when
offering clients advice on financing a property.

Allow different conditions in the areas of loan-to-value, affordability, amortisation and interest rates
that distinguish between the financing of sustainable properties and non-sustainable properties.
Take measures to identify and collect relevant information available to the public on the climate
efficiency of buildings (especially labels and certificates).

Provide regular training for client advisers and mortgage specialists regarding the procedure for
long-term value retention and energy efficiency.
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Banking Act (BankA) | Insolvency, deposit insurance, segregation

Status: In force since 1 January 2023

e  Measures to improve depositor and customer protection:

— Period in which insured deposits are paid out in the event of bankruptcy shortened to seven
working days;

— Banks may deposit securities with a secure third-party custodian or grant cash loans to the deposit
insurance institution amounting to 50% of the contribution obligation;

— Relaxation of requirement to hold liquidity for potential cash outflows to the depositor protection
scheme;

— The scheme’s systemic upper limit is to be increased to 1.6% of the total amount of insured
deposits and at least CHF 6 billion;

— Obligation of each bank to make preparations rapidly to draw up payment schedules, contact
depositors and execute payments on the basis of the lists of depositors.

* Legal basis of instruments for restructuring banks which affect the rights of owners and creditors
and were previously only regulated in the FINMA Banking Insolvency Ordinance (BIO-FINMA).

* Introduction in the Federal Intermediated Securities Act (FISA) of the obligation to segregate
proprietary assets and customers’ assets recorded in custody accounts throughout the entire
domestic ‘custody chain’ and for the first 'link' in the custody chain abroad.

* Improving the function of the Swiss mortgage bond system in the event of the insolvency of a
member bank by adapting the Mortgage Bond Act (MBoA).

* Adjustment of banks' self-regulation to protect privileged deposits within five years at the latest.
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Banking Ordinance (BankO) | Insolvency, deposit insurance

Status: In force since 1 January 2023

Transition period to deposit half of the mandatory contribution in the form of securities or
cash loans until 30 November 2023

* Adoption of the amendments to the Banking Act on the topics of insolvency and deposit insurance.

* Resolvability:

— Requirements regarding the assessment of the ability to restructure and liquidate international
systemically important banks in Switzerland and abroad;

— Clarification of the financial and organisational requirements for companies not subject to
supervision that belong to a systematically important banking group and that are material to its
business.

* Deposit insurance:

— Definition and description of privileged deposits, amounts and depositors;

— Adoption of detailed provisions in the areas of IT infrastructure, personnel and processes for
preparatory measures that ensure, in the course of normal business activities, a payment schedule
is drawn up, depositors are contacted and the privileged amounts are guaranteed;

—  Further provisions for systemically important banks and relaxation of the rules for banks with fewer
than 2,500 depositors;

— Review of preparatory measures by regulatory audit firm as part of the basic regulatory audit.

* Measures in the event of insolvency risk:

— To enable the issue of financial instruments in the event of the restructuring of cantonal banks.

* Determination of the supervisory categories of banks:

— Adjustment and increase of the thresholds for total assets, insured deposits and assets under
management to take account of developments in the financial market;

— Introduction of a requirement to review the thresholds at least every five years.

*  Adaptation of the Mortgage Bond Ordinance (MBoO):

— Clarification of the rules governing the management of coverage, in particular its classification and
safekeeping;

— Clarification of the tasks of the investigating officer appointed by FINMA in cooperation with the
central mortgage bond institutions.

SBA Directives on the Independence of Financial Research (2018) | Adjustment

Status: In revision

* Adjustment of the guidelines of the Swiss Bankers Association recognised by FINMA as a
minimum standard.
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FINMA circular on “Consolidated supervision of financial groups under the BA and
FinlA” | Publication of new circular

Status: Consultation until 1 November 2024
Publication FINMA Circular 2025/04: 19 March 2025
Entry into force: 1 July 2025

*  Documentation of the current practice of consolidated supervision of financial groups under the
Banking Act (BA) and FinlA, with clarifications and specifications in selected key areas from a
supervisory perspective

* Economic perspective of an institution relevant for consolidated supervision, not legal form

— Broad definition of business activity (“provision and brokerage of financial services”);

— Links between the entities involved: existence of an economic unit (e.g., control via majority
shareholding; legal obligation to provide assistance; de facto obligation to provide
assistance).Special purpose vehicles (e.g. SPVs) must also be included

*  Principle of proportionality: preventive isolation measures instead of consolidated supervision in
exceptional cases, e.g. ring fencing, especially if the institution is part of a foreign financial group.

*  The specific implications of consolidated supervision are based on the provisions of the Banking
Ordinance (Art. 24 BO). The requirements listed in the circular can be grouped according to
quantitative and qualitative aspects, the latter including, for example, elements of corporate
governance at group level.

*  The circular formalizes current practice. This also provides an opportunity to clarify older
consolidation structures directly with FINMA.

FINMA guidance 08/2023 | Staking

Status: Published on 20 December 2023

* Regulation of various legal interpretation issues related to staking services in the custody of crypto-
based assets.

e Overview of risks and risk mitigation measures for various variants of staking crypto-based assets.

FINMA guidance 06/2024 | Risks and requirements for stablecoin issuers and
guaranteeing banks

Status: Published on 26 July 2024

*  With the supplement to the guidelines for subordination requests regarding initial coin offerings
(ICOs) dated 11 September 2019 (‘Supplement to the ICO guidelines’), FINMA noted that
questions frequently arise regarding authorisation requirements under the Banking Act or the
Collective Investment Schemes Act with regard to projects for the issuance of stablecoins.

*  The FINMA guidance addresses two main aspects:

—  Minimum requirements for default guarantees from banks are defined. Such guarantees are used
by some issuers of stablecoins in order to be exempt from the requirements for a banking licence.

— FINMA argues that stablecoin issuers or appropriately supervised financial intermediaries must
adequately verify the identity of all stablecoin holders due to anti-money laundering requirements,
since anonymous transfers are prohibited.

*  FINMA is thus providing additional guidance for projects wishing to issue stablecoins and for banks
providing default guarantees to stablecoin issuers. Stablecoin issuers should assess the latest
FINMA guidelines’ impact on their contractual structures, operations and business models. Banks
providing default guarantees need to be aware of the associated risks and include such
guarantees in their risk assessment.
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FINMA Guidance 08/2024 | Governance and Risk management when using artificial
intelligence

Status: Publication: 18 December 2024

FINMA draws attention to the risks associated with the use of Al and describes its observations
from ongoing supervision.

The main risks include operational risks, in particular model risks (e.g. lack of robustness,
correctness, explainability or bias), data-related risks (e.g. data security, data quality, data
availability), IT and cyber risks, increasing third-party dependencies as well as legal and
reputational risks.

FINMA observes that most financial institutions are still in the early stages of development and that
the corresponding governance and risk management structures are still being established. In this
context, FINMA is drawing the supervised institutions’ attention to the need for appropriate
identification, assessment, management and monitoring of the risks resulting from the adoption of
Al. It is also providing information on corresponding measures that it has observed in the course of
ongoing supervision.
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Collective investment institutions

Collective Investment Scheme Act (CISA) | Introduction of funds not subject to
authorisation

Status: — Inforce since 1 March 2024

* Introduction of a category of funds that are not subject to authorisation by FINMA.

* Limited Qualified Investment Funds (L-QIF) would be reserved for qualified investors such as
pension funds and insurers.

Collective Investment Schemes Ordinance (CISO) | Limited Qualified Investment
Funds (L-QIF) and other adjustments

Status: — In force since 1 March 2024

* Implementation provision for changes in the Collective Investment Schemes Act (CISA) to the
Limited Qualified Investment Funds (L-QIF) with special regulations in the following areas:

— Investment regulations;

— Transparency, reporting and statistics;

— Accounting, valuation, financial reporting and publication obligations;

— Audit.

*  Further adjustments to the Collective Investment Schemes Ordinance in the following areas:

— Legal definition of a collective investment scheme: specification of the requirement of two
independent investors;

— Distinction between collective investment schemes and structured products: reinstatement of the
legal distinction between collective investment schemes and structured products by means of
labelling;

— Remuneration of ancillary costs: extension of the exhaustive list of permissible ancillary costs;
— Liquidity: explicit provisions on liquidity and adequate liquidity risk management;

— Exchange Traded Funds (ETF): new provisions, in particular on disclosure;

—  Side pockets: creation of side pockets, subject to FINMA's approval;

—  Securities lending and repo transactions: improving transparency requirements;

— Investment violations: principles-based codification of the duty to provide information in the event
of investment violations.
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AMAS Self-regulation on transparency and disclosure for collective assets referring to
sustainability

Status: Entry into force of the revised self-regulations: 1 September 2024, with transitional
periods until 1 January 2026 and 1 January 2027 respectively

*  Binding self-regulation for AMAS members and other market participants. These guidelines are
currently neither recognised nor approved as self-regulation by FINMA.

*  Ensuring transparency, quality and positioning of asset management and collective assets
referring to sustainability.

* Requirements of asset managers and producers of collective investment schemes in the following
areas:

— Organisation, processes and risk control;
— Knowledge in the area of sustainability;
— Documentation of the sustainability policy;

— Diligence in the selection, instruction and monitoring of sustainability research, sustainability data
and analysis tools;

—  Sustainability report.

*  Over the past few months, the industry associations have further developed and elaborated their
self-regulations in close cooperation with the authorities in order comprehensively to reflect the
Federal Council’s position on greenwashing prevention in the financial sector, issued on 16
December 2022. The existing versions of the AMAS ‘Self-regulation on transparency and
disclosure of collective assets with a sustainability focus’ and the SBA have been supplemented
and made more specific. They entered into force on 1 September 2024, with corresponding
transitional periods.

FINMA guidance 04/2024 | Management of operational risks faced by fund
management companies and managers of collective assets

Status: Published: 12 June 2024

* Inthe course of its supervisory activities, FINMA has determined that operational risks at
supervised institutions are increasing due to digitisation. At the same time, FINMA has increasingly
observed weaknesses in the operational risk management of fund management companies and
managers of collective assets.

* Against this backdrop, FINMA has issued guidance in order to raise fund management companies’
and managers of collective assets’ awareness of the importance of appropriate operational risk
management.

*  FINMA refers to the general principles of appropriate risk management, which also apply to
operational risk management, and describes measures to ensure the appropriate management of
risks in the following areas:

— Information and communication technology;

— Risks with regard to critical data;

—  Cyber risks;

— Business continuity management;

— Legal and compliance, in particular cross-border business;

— Outsourcing.
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Your contact persons

Compliance, Anti-Money Laundering

Bank Audit & Suitability

#FinancialAudit #RegulatoryAudit #Auditing #AntiMoneyLaundering #Compliance
#FinancialReporting #Suitability #CodeofConduct #DueDiligence
#FINSA #FinlA/FinlO #FinMIA

s OFEE.
©=  gZ=

Credit Management Cyber Risks

#CreditRisks #CollateralManagement #CyberRisks #CyberSecurity #ISA #CSO
#CreditValuation #MinimumCreditRequirements #CyberResilience #CyberTransformation
#Loan-to-Value

Contact
us

a
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Risk & Regulatory Sustainability

#Basel3Final #Capital #Liquidity #Disclosure HOLERITEBINGT HESIC A MElEEiEse Mesly
#Depositinsurance #Crypto

#OperationalResilience #CriticalData

#InternalAudit #DORA #Forensics

#FinancialCrime

Wealth & Asset Management

#AssetManagement #CollectivelnvestmentFund
#WealthManagement

Technology & Data

#InformationTechnology #ControlAssurance
#GenAl #CloudServices #Outsourcing
#ThirdPartyManagement
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This publication has been prepared for general guidance on matters of interest only, and does not constitute professional advice. It does not take into
account any objectives, financial situation or needs of any recipient; any recipient should not act upon the information contained in this publication without
obtaining independent professional advice. No representation or warranty (express or implied) is given as to the accuracy or completeness of the
information contained in this publication, and, to the extent permitted by law, PricewaterhouseCoopers, its members, employees and agents do not accept
or assume any liability, responsibility or duty of care for any consequences of you or anyone else acting, or refraining to act, in reliance on the information
contained in this publication or for any decision based on it.

© 2024 PricewaterhouseCoopers. All rights reserved. PricewaterhouseCoopers refers to the network of member firms of PricewaterhouseCoopers
International Limited, each of which is a separate and independent legal entity.
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